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E-SAFETY GUIDANCE 

Why is it important to stay safe online?  

Most of us are ‘connected’ via our laptops, mobile phones, tablets or personal computers. The 

potential for the internet to be a valuable and a fun resource for entertainment, making friends, 

keeping in touch and learning is huge. But if you use the internet, you could be at risk of illegal 

activity or abuse – be it bullying, fraud or something more serious. Unlike seeing someone face-to-

face, on the net, people aren’t always what they first seem.  

In the same way you learn about safety when you leave the house, it is important to learn how to 

stay safe online. These are skills that will stay with you for life.  

Some golden rules 

• Don’t give out personal information such as your address or phone number. 

• Don’t send pictures of yourself to anyone, especially indecent pictures.  

• Don’t open emails or attachments from people you don’t know.  

• Don’t become online ‘friends’ with people you don’t know.  

• Never arrange to meet someone in person who you’ve met online. 

• If anything you see or read online worries you, tell someone about it.  

 

Social networking  

Social networking websites and apps, such as Facebook, Instagram, Viber, Tumblr, Snapchat, Ask.fm 

and Twitter have become incredibly popular in recent years.  

Most users are genuine, but because it is so easy to hide your real identity, it is possible to come into 

contact with people you would normally avoid. 

 

The Risks: 

Privacy  

The internet offers you a lot of freedom and this can lead some people to behave in ways they 

would not behave in public. 

They might:  

• Say things on a status update / post / tweet they would never say face-to- face. 

• Give out personal information about themselves or others (including photos) that they 

would normally keep private. 

Cyber bullying  

Cyber bullying can work in the same way as bullying in the playground; the victim feels frightened 

and alone, while the bully tries to hide from being caught.  

• Comments, images and videos about a person can be posted online causing the victim to 

feel frightened and upset. 
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• It is even possible for cyber bullies to hack into the victim’s personal accounts and harass 

them from within their own user profile. 

• Often cyber bullies feel braver because they can’t be seen, but it can be the most traceable 

form of bullying because there’s evidence that it’s happened.  

• Because bullies think they can cover up their identity online, sometimes people who 

wouldn’t normally bully might do so online.  

Cyber stalking 

Harassment on the internet can be just as frightening as other forms of stalking. 

• Women and girls are usually the victims of this kind of behaviour but not exclusively. They 

might be harassed by an ex-boyfriend or girlfriend who is upset about the end of their 

relationship, for example. 

• It can also begin when a purely online friendship turns sour.  

• It can even begin entirely at random, by one online stranger towards another. 

Online reputation 

Your digital footprint is the mark that you leave behind when using the internet and it can shape 

your online reputation. Your digital footprints are made up of the content you create, post and 

share; as well as the content that others post, and share with you and about you.  

Your digital footprint can be positive or negative and affects how people see you now or in the 

future. Use our simple checklist to help manage and maintain your online reputation. 

1. Search yourself online. Do you know what is online about you? Do a simple web search of 

your name and see what you can find. If you find something you aren’t happy with, take the 

necessary steps to get that content removed. Remember if your Facebook or Twitter pages 

appear you can change this by adjusting your privacy settings.  

 

2. Check privacy settings. Make sure you know what information you are sharing on the 

websites you use, in particular on social networking sites. Most social networking sites have 

privacy settings to help you manage the content you share and who you share it with. You 

can decide if you want your posts to be shared with your online friends and followers only or 

with the public. Keep in mind that your friend’s content and their settings can also affect 

your digital footprint. 

 

3. Think before you post. Before you post that funny picture of your friend, or make that joke 

about someone on Twitter, ask yourself do you want everyone to see it; friends, family, 

grandparents, future employers? Would you be happy for others to post that type of 

content about you? You should be proud of everything you post online. Remember, once it 

is online it could potentially be there forever. 

 

4. Deactivate and delete. When you stop using a social networking profile or website, it’s a 

good idea to deactivate or delete your account. This will mean the content is no longer live 

and should not be searchable online; it will also remove the risk of these accounts being 

hacked without you knowing. 

 

5. Make a positive footprint. We hear a lot about the negative footprints left behind online. 

The best way to keep your online reputation in check is to use your time online to get 
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creative and create a positive footprint. For example, why not write a blog to promote all 

the great things you are doing, fundraise for a charity using an online sponsorship page or 

create a video to teach others something new. 

Identity theft  

Identity theft is the UK’s fastest growing method used to carry out crimes. When people share so 

much about their lives online, it gives criminals the opportunity to collect information and use it to 

find out other personal details (e.g. using information they know about you to answer the secret 

question and change your password to be able to access your account) or to use what they do know 

about you to sign up for new accounts, products or services in your name. Phishing attacks, whereby 

contact is made by a seemingly reputable company (e.g. your bank) asking you for personal 

information, help fraudsters to gather more information about someone. It is important to note that 

remembering a friend’s password and posing as them on social media can be a form of identity 

theft, which breaks the terms and conditions of the site, and is illegal in the UK 

Is identity theft against the law?  

Making a fake social media account in someone else’s name usually breaks the terms and conditions 

of the site, and it may break the law, depending on what is being said in someone else’s name. 

However, identity theft does break the law if someone else’s identity is being used for criminal 

activity, such as: 

• Opening bank accounts/stealing money from you. 

• Ordering goods in someone else’s name.  

• Taking out mobile phone contracts.  

• Taking over your existing accounts  

How can I prevent identity theft?  

It is important to remember your digital footprint; anything that you publicly post online could stay 

online forever. The more information you share about yourself online, the easier it is for a fraudster 

to gather personal information about you. Be careful about the pictures and information you share 

online – could there be a password written on a page in the background? Make sure your social 

media accounts are set to private and you are only sharing personal information online with people 

that you already know and trust offline. If you are worried about someone impersonating you 

online, you can report this on social media.  

What can I do if it happens to me?  

If you realise your bank account or your personal information is being used by someone else, you 

can report suspected fraud to Action Fraud on 0300 123 2040. They have more information on their 

site www.actionfraud.police.uk/a-z-of-fraud/identity-fraud-and-identity-theft 

 

Security  

The internet is a great place for communicating, research, and playing games, but it is also important 

to think about your safety and security while online. How can you keep your information secure and 

private? How can you avoid being hacked and how can you spot a virus?  

To help keep your information private and your devices secure, follow these top five tips:  

http://www.actionfraud.police.uk/a-z-of-fraud/identity-fraud-and-identity-theft
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1. Be careful what you share online. Don’t reveal too much personal information while on 

social networks, as it can make it easier for people to track where you are or to learn more 

about you. Before posting a picture, think about what information it gives away e.g. a 

uniform can give away where you work, and details in the background can help someone 

identify landmarks and locations. The more information you publicly share online, the more 

opportunities someone has to impersonate you.  

 

2. Keep passwords secure. Too many people use the same password for many different 

accounts, and they are often very easy to guess, e.g. 12345678, the word ‘password’. To 

prevent other people guessing your password, accessing your personal information or 

‘hacking’ your account, make sure your passwords are secure and that you don’t share your 

passwords with anyone else. For strong passwords, combine letters (of lower case and 

capitals), numbers and symbols, or even use a sentence as your password. 

 

3. Install anti-virus protection and firewalls on your devices. To ensure your device is secure, 

you should install anti-virus protection on your computer, tablet and phone and keep it 

regularly updated to ensure they are protected against the latest viruses. Firewalls are also 

helpful as they create a barrier between your device and the internet. It limits both incoming 

and outgoing information, and keeps your device safe from intruders. It can’t stop you from 

downloading spyware, but it can alert you if a programme is sending information over the 

internet without your permission. 

 

4. Don’t reply to spam. If you have an email address, you are more than likely to receive 

spam/junk email, which are messages that have been sent to a large number of people to 

advertise a product or service. If you reply to the messages, click on a link in them or click 

‘unsubscribe’, you are merely informing the spammer that your email is a valid one. It is best 

to delete spam, or to ‘report as spam’ so that your email provider’s spam filters are trained 

to know what spam/junk emails look like.  

 

5. Have different accounts and don’t open links/attachments from unknown sources. One 

way to avoid receiving spam is to have different email accounts. You could have one account 

that you use regularly that you share with friends and family and another email account that 

you use if you need to sign up for anything online. It is best not to open links or attachments 

from unknown sources as they may contain viruses or link you to a webpage that 

automatically downloads code or files that infect your device.  

 

Sexting 

‘Sexting’ describes the use of technology to share sexual and sexually implied content. This content 

includes texts, photos of partial nudity and sexual images or video. This could be shared between 

partners, peers and strangers. Individuals may use a range of technology to share the content.  

The sharing of naked pictures is not a new thing but the speed with which you can share and the 

potential audience size has dramatically changed as a result of the online world.  

What is the law? 

If a young person under the age of 18 engages in sexting by creating an explicit photo or video of 

themselves then they have potentially created an indecent image of a child. By sending this content 
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on to another person, they have distributed an indecent image of a child. By receiving content of this 

kind from another young person, they are then in possession of an indecent image of a child.  

The National Police Chiefs’ Council of England, Wales and Northern Ireland has stated that young 

people engaging in sexting should not face prosecution as first-time offenders, but the situation will 

be investigated to ensure that the young people involved are not at risk. Repeat offenders and more 

extreme cases are reviewed differently, still with a focus on avoiding prosecution unless absolutely 

necessary.  

What other risks are there? 

Other than the legal implications you need to also consider the possible reputation and emotional 

consequences of sexting.  

Reputation damage 

Sexting content can be distributed to other users very quickly, so once you have sent sexting content 

it is very hard for you to control where the content is posted. This type of content can damage your 

reputation if future employers, universities, colleges or friends see it.  

Emotional and psychological damage 

The distribution of sexting content to others can cause distress and be really upsetting for those 

involved, especially if the content is distributed by someone they trusted. The effects of others 

seeing this content can lead to negative comments and bullying, and may result in a loss of 

confidence or self-esteem. 

It happened. What should I do next? 

Stay calm and act quickly. If you are worried about sexting, the quicker you act the easier it is to 

manage the distribution of the content.  

Talk to someone. It can be hard asking for help, but in a situation like this it is really important. 

Family, professionals and friends want to make sure you are safe. In order for them to help you they 

need to know all of the facts, so be honest and let them know what happened and how you are 

feeling.  

Will I get in trouble with the police? As outlined above, the law relating to sexting is there first and 

foremost to protect young people. The National Police Chiefs’ Council has stated that young people 

will be treated as victims and that sexting needs to be dealt with on a case-by-case basis.  

 

Online grooming  

Remember people online who you do not know in the real world are still strangers. If someone you 

are talking to online makes you feel uncomfortable or asks you to do things that you do not wish to 

do, you must talk to someone you trust, like your safeguarding officer. 

Be careful who you trust online.  

Remember that people you have met online are still strangers, no matter how long you have been 

talking to them or how friendly they are. Meeting up with these people can be dangerous.  

Keep it private.  

When you are chatting to people or posting things online make sure you keep your personal 

information private; this includes things like your home address and mobile number. If you are 

active on social networking sites, or if you have your own blog or gaming profile, think about who 
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can see it and what they can see. You can set your privacy settings to limit who can see your content 

– giving out personal information can make you vulnerable. 

Understand the tools.  

If someone is being inappropriate online it is important that you save the messages or conversation. 

An easy way to do this is to use the print screen (PrtScn) button or screenshot function on your 

keyboard and paste the image into a document. Many services have tools that enable you to block 

and report users who are being abusive or making you feel uncomfortable.  

Stay in control.  

If you have met someone online and the conversations with that person are making you feel 

uncomfortable, tell someone you trust or you can report it to the police. All reports are taken 

seriously and a police officer will speak with you in confidence about how you feel and what actions 

can be taken to prevent you feeling uncomfortable.  

 

Location services  

There are many location-based apps available for mobile devices, making it easier than ever to show 

your friends and family where you are at any given time.  

Some services enable you to check into a specific location, such as Facebook and Foursquare. Others 

like Google Latitude and Map My Run, log your movements in real time. Another way that you may 

share your location is by geotagging, used by services like Instagram, to let users match photos to a 

location on a map.  

Top tips:  

Do you want people to know your location? Remember that the majority of services will have tools 

to manage whether or not you wish to share your location, these can often be accessed via the 

privacy or account settings. Some services may have geolocation activated as a default, so you will 

need to actively turn this setting off if you don’t want to reveal your location when posting and 

sharing content. On mobile devices you can usually turn off location services for all apps within the 

‘general settings’ menu. On some devices you are also able to manage geotagging of your photos 

within your camera settings. It’s also worth noting that some services let users show their location 

and the location of their friends. Check your settings to see if friends can reveal where you are, again 

this can usually be managed within your account or privacy settings.  

Think about where you are checking in. It is so easy to find things out about people online, but you 

need to ask yourself do you really want to broadcast this information to everyone? For example, 

logging in at home not only tells people when you are at home but also tells people where your 

home is. The same rules apply for your friends’ houses and school, if you wouldn’t want to put 

yourself at risk by broadcasting your personal address then why would you do it to your friends?  

Are your updates linked to other accounts? If location updates on one service or social network are 

linked to a public account on another, you may be publishing to a larger audience than you think. 

Make sure all linked accounts are visible only to friends. 

Avoid building up a picture of your average week: Checking in regularly from the same locations 

can develop patterns and lead to people building up an accurate picture of your movements, this 

can lead to safety concerns.  
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Downloading  

There are many great ways of downloading and accessing music, film, TV and video safely and legally 

online. This advice page aims to inform you about staying safe and legal while enjoying 

entertainment online or via your mobile device.  

Did you know?  

Using illegal sites and file-sharing programmes can be risky.  

Using illegal file sharing programmes exposes users to the risk of unwelcome content such as 

viruses, violent images and pornography. File sharing software can also compromise your privacy 

and security by opening up your computer and sharing what’s stored with the outside world.  

You could be breaking the law and face consequences.  

Copyright law applies to downloading, sharing and streaming, just like the real world of physical CDs 

and DVDs. If you make music, film or TV content available to others on a file-sharing network, 

download from an illegal site, or sell copies without the permission of those who own the copyright, 

then you could face serious penalties.  

Using legal sites rewards creators for their work.  

Copyright laws protect those who work in the creative industries and allows them to be rewarded 

fairly and to continue to create the music, film and TV programmes we all enjoy so much.  


