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1. PURPOSE 

The Institution of Railway Operators (IRO) seeks to promote the effective use of information systems 
and related technology to facilitate a productive environment for membership, learning and 
teaching.  
 
The purpose of this policy is to set out the conditions for acceptable use of any and all computer and 
network related equipment, databases, file storage, remote access, email, internet and services 
owned or used by with the permission of IRO. This provision is referred to in this document as “the 
System”.  
 
This policy is in place to: 

• Protect users of the System and the Institution 

• Ensure that resources are available when needed by authorised users of the system 
 
Inappropriate use of the system not only exposes the Institution to risks, including the risk of being 
infected by a computer virus or other electronic threats, the risk that the security of the system and 
its services may be compromised, and the risk that the Institution might attract legal liability, but 
also takes up scarce resources. 
 
With the rapidly changing nature of electronic media, this policy, whilst providing guidance regarding 
what is, and is not, acceptable use of the system, cannot lay down rules to cover every possible 
situation. Instead it expresses the Institution’s philosophy and general principles which should be 
clear to users in any given situation whether or not their intended use of the system would be 
deemed acceptable. 
 
2. DEFINITIONS  

 
➢ Acceptable use is defined as any use that supports the Institution’s membership, learning 

and development, consultancy and administrative activities, and does not meet the 
definition of unacceptable use. 
 

➢ Unacceptable use: 
Under no circumstances is any user authorised to engage in any illegal activity while utilising 
the Institution’s System. 
 
The following list provides guidance as to which activities constitute unacceptable use of the 
System. This list is illustrative only and is not exhaustive: 

o Breaching or infringing the intellectual property rights of any third party including, 
but not limited to, the installation or distribution of unlicensed software products. 

o The unauthorised copying of copyright materials including digitisation and 
distribution of any copyright sources. 

o Introducing malicious programs into the network infrastructure (e.g. viruses, worms, 
Trojans, email bombs or malware of any description). 

o Revealing account details or passwords to, or allowing use of, a user’s account by 
others. 

o Using the System or any IRO equipment to procure or transmit material that 
constitutes a breach of the IRO Equality and Diversity Policy or the IRO Dignity at 
Work Policy, or could be seen as an act of harassment on the grounds of regardless 
of age, disability, gender, racial origin, religion, belief, sexual orientation, 
perspectives, opinions and personal values. 
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o Accessing, creating, downloading, sending, sharing, storing, printing and /or 
displaying any offensive, obscene, indecent, degrading or menacing images, data or 
material from sites containing  pornographic or potentially offensive materials that 
could be considered, by a reasonable person, to be obscene, racist, sexist, or 
otherwise offensive when viewed or accessed by a third party or creates an 
unpleasant environment is strictly prohibited. 

o Sending email communications containing offensive, abusive, harassing or 
threatening language or images. 

o Forwarding or distributing items of ‘junk’ via email. 
o Making fraudulent offers of products, items or services through the use of any IRO 

user account. 
o Port scanning or security scanning is expressly prohibited (other than when carried 

out by IRO staff during the course of their legitimate job responsibilities). 
o Executing any form of network monitoring which will intercept data not intended for 

the user’s computer.  
o Circumventing user authentication or security of any host, network or account. 
o Storage of non-business-related and personal files and details.  
o Storage of data/materials subject to legal or copyright laws. 

 

3. POLICY STATEMENT 

The IRO Systems are provided to facilitate work within the business. IRO recognises the benefits and 
opportunities which IT offers in both the workplace in general as well as teaching and learning. We 
actively encourage the use of IT in order to enhance skills, promote achievement and improve 
productivity. 
 
We believe that acceptable usage coupled with good online safety practice can be achieved 
through a combination of security access measures, training, guidance and good practice.  
 
Effective online safety needs the participation and support of all users of IT is the responsibility of 
every user to be aware of this policy and to follow its guidance when using the System. IRO is 
Certified and complies with the requirements of the Cyber Essentials scheme which helps 
organisations to protect the confidentiality, integrity and availability of data stored on devices which 
connect to the Internet. 
 
The risks associated with the use of IT are compounded by the variety of technologies that 
are available and the ease of access to resources on the internet. The use of the internet is 
permitted and encouraged where such use supports the goals and objectives of the business. 
However, employees, members, learners, independent contractors and persons acting on behalf of 
the Institution must ensure that they: 

• comply with current legislation  

• use the System in an acceptable way 

• do not create unnecessary business risk to the company by their misuse of the internet 
 
All users are responsible for reporting any known or suspected violation of this policy by another 
individual or group of individuals. 
 

4. AIMS OF THE POLICY 

The key objectives of this policy are: 

• To provide guidance on the safe and acceptable use the System in an acceptable way 

• Define roles and responsibilities 
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• To provide guidelines on appropriate action should the policy be breached, or if someone 
feels the policy may be being breached. 

 
5. SCOPE OF THE POLICY 
This policy applies to all users accessing the System, including employees, members, learners, 
visitors, contractors or consultants appointed by the Institution or anyone else who makes use of the 
System.  
 
The System is only to be used in the interest of the IRO as an institution and the delivery of IRO 
products and services and for legitimate purposes. 
Any equipment that is loaned to a user is subject to this policy, wherever used. 

6. ONLINE SAFETY AND SECURITY – GUIDANCE, ROLES AND RESPONSIBILITES  

Online safety not only covers the obvious, the protection of users from the actions of others, but 

also the responsibilities of all users to behave in an appropriate manner when using the System. Our 

aim is to reinforce good practice, as well as offer further information for all users on how to keep 

their personal information safe and to enjoy using IT safely. To achieve this all users must: 

• Passwords 

o Keep passwords secure and do not share personal accounts. Authorised users are 

responsible for the security of their passwords and accounts. Users will be held 

responsible for the security of their own passwords and accounts and all actions 

performed by use of their account. 

o Strong passwords must be used and changed when required (see appendix A). 

o Passwords should not be written down and on display for all to see. 

• Computer Security 

o All PCs, laptops and workstations should be secured by logging-off/locking when left 

unattended. 

o The use of small portable devices like USB sticks for IRO related work is not 

permitted without prior authorisation and encryption from the IRO. 

o Connection to WIFI should be done using a secure network only. The use of an IRO 

VPN is advised to ensure better security.  

• Data Protection – Personal and Sensitive Information 

o All users should be aware that data transfer in and out of the Institution is subject to 

the IRO Data Protection Policy. Anyone that is intending to transfer potentially 

personal or sensitive data should seek authorisation from the IRO before doing so by 

contacting QA@railwayoperators.co.uk  

o Users must not collect or store personal data outside the IRO central office systems.  

• Threat Management Software 

o All IRO computers shall run with approved threat management software which must 

not be disabled at any time. 

•  Exposure to Unnecessary Risk 

o Users have a responsibility to ensure that the System is not exposed to any 

unnecessary risk and they must use extreme caution when downloading files form 

the internet or opening email, attachments or clicking on links  as they may be 

“phishing” emails or contain viruses, email bombs, malicious code or other potential 

risks. 

mailto:QA@railwayoperators.co.uk
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7. USE OF EMAIL 
IRO staff and associates are issued with IRO emails and only these email accounts can be used when 
communicating with apprentices. 
 
Due care must be taken when using emails: 

• Emails are legally equivalent to a letter. Email messages can be defamatory and can form 
contracts. For these reasons it is important to take the same care composing e-mail 
messages as letters. 

• Users should not make derogatory remarks in emails about any individual, group or 
organisation. You remain personally liable for all of your email content and should note that 
any written derogatory remark may constitute libel. 

• A standards disclaimer must be added to emails from IRO email systems 

• Users have a responsibility to ensure that the system is not exposed to any unnecessary risk, 
and they must use extreme caution when opening email or attachments as they may be 
“phishing” emails or contain viruses, email bombs, malicious code or other potential risks 

 
8. WEB BROWSING – GUIDANCE, ROLES AND RESPONSIBILITIES 
The Internet provides ease of access to resources, but it is the responsibility of all users to behave in 
an appropriate manner when accessing the web. To achieve this all users must always use their 
discretion along with the guidance below when visiting web sites: 
 

• Inform the owner of your computer if you believe you have a virus or spyware infection on 
your computer. For IRO owned devices inform the office by phone 03333 440523 or email 
admin@railwayoperators.co.uk. 

• Copyright applies to all text, pictures, video and sound, including those sent by email or on 
the Internet. Files containing such copyright protected material may be downloaded, but not 
forwarded or transmitted to third parties without the permission of the author of the 
material or an acknowledgement of the original source of the material, as appropriate.  

• Copyrighted software must never be downloaded without permission.  

• To minimise the risk of virus infection, users should not open any attachment unless they are 
from a known user and the attachment was expected or agreed by other means.  

• Users must never engage in political discussions through outside newsgroups using the IRO's 
computer system 

 
9. PREVENT DUTY 

IRO as a training provider has a statutory obligation under the Counter-Terrorism and Security Act 
2015 to have due regard to the need to prevent people being drawn into terrorism.  
 
Firewall/filtering systems to prevent access to extremist websites and materials cannot be employed 
as the IRO internet access is limited to the small IRO central office team and visitors, with all 
members and learners accessing IRO membership and learning online systems remotely through 
external internet networks. Therefore, it is vital that any users of the System who have concerns 
about the potential radicalisation of anyone using the Institution’s System to communicate or access 
information that has the potential to radicalise, should contact the IRO Designated Safeguarding 
Lead to report their concerns to be dealt with. This also includes posting on social media materials to 
radicalise. 
 

Fiona Tordoff, IRO Designated Safeguarding Lead 
Email: safeguarding@railwayoperators.co.uk 
Tel: 03333 440523 

 

mailto:admin@railwayoperators.co.uk
mailto:safeguarding@railwayoperators.co.uk
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10. ACCEPTANCE OF THE IT ACCEPTABLE USE POLICY 

Use of the System implies acceptance of this IT Acceptable Use Policy. You are agreeing that you will 
use the Internet and email system appropriately in accordance with this policy and will not transmit, 
download, forward, retrieve or store any communications, which are: 
 

• discriminatory or of a harassing nature 

• insulting or offensive to any group or individual 

• obscene or pornographic this includes images of nudes or sexual acts 

• abusive, worrying, annoying or threatening to others 

• chain letters 

• designed to hack into other systems 

• illegal or against IRO policy 
 
Please remember that legal action can be taken against you and the Institution if you send emails 
that are: 
 

• against the law of slander and libel 

• abusive i.e. with a lowering effect on any person, or the organisation to which they belong 
• breaching copyright of published material or work written by others without their consent 

 
 

11. RELATED POLICIES AND DOCUMENTS 

• IRO Equality and Diversity Policy 

• IRO Dignity at Work Policy 

• IRO Data Protection Policy 

• E-Safety Guidance 
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APPENDIX A – STRONG PASSWORDS 
 
A strong password is your first line of defence against would be attackers. Don't make it easy for 
them, follow these steps to creating passwords to help keep you safe online. 
 
Your most important accounts are your email and online banking. With access to your email, a 
hacker can take control of all your online accounts, by asking for the password to be reset, and use 
the information your email contains can easily be pieced together to create a profile of your identity. 
 
  
The Do's and Don'ts of Making a Strong but Memorable Password: 
 
1) Never use any word which is related to you and may be easy to guess, for example by looking at 
your social media pages. Absolutely never use: 
 

• Pet's name 

• Other family members' name 

• Favourite holiday 

• Current partner's name 

• Child's name 

• Place of birth 

• Something related to your favourite sports team 
 

2) One method is to simply choose three random words. Numbers and symbols can still be used, 
however, using three random words can be the key to creating a strong password. 
 
3) Use a new password for each account. This is very important as if you are using the same 
password for every account you are at risk of your password from one account being exposed, 
leading to all of your accounts being exposed. This can make it tricky to remember each password 
for each account, however this problem is easily overcome with the assistance of a trustworthy 
password manager. 


